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k-means clustering method preserving differential privacy
in MapReduce framework
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Abstract: Aiming at the problem that traditional privacy preserving methods were unable to deal with malign analysis
with arbitrary background knowledge, a k-means algorithm preserving differential privacy in distributed environment was
proposed. This algorithm was under the computing framework of MapReduce. The host tasks were obligated to control
the iterations of k-means. The Mapper tasks were appointed to compute the distances between all the records and cluster-
ing centers and to mark the records with the clusters ~ which the records belong. The Reducer tasks were appointed to
compute the numbers of records which belong to the same clusters and the sums of attributes vectors, and to disturb the
numbers and the sums with noises made by Laplace mecha ism, in order to achieve differential privacy preserving. Based
on the combinatorial features of differential privacy, theoretically prove that this algorithm is able to fulfill e-differentially
private. The experimental results demonstrate that this method can remain available in the process of preserving privacy
and improving efficiency.
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